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Abstract. Privacy-enhancing attribute-based credential (Privacy-ABC)
technologies use different cryptographic methods to enhance the pri-
vacy of the users. This results in important practical differences be-
tween Privacy-ABC technologies, especially with regard to efficiency,
which have not been studied in depth, but is necessary for assessing
their suitability for deployment on devices with limited computational
power and for highly dynamic scenarios. In this paper, we compare the
computational efficiency of two prominent Privacy-ABC technologies,
IBM’s Idemix and Microsoft’s U-Prove, covering all known Privacy-ABC
features. The results show that presentation overall in general is more
efficient with Idemix, whereas U-Prove is more efficient for the User side
(proving) operations during the presentation, and overall when there are
more attributes in a credential. For both technologies, we confirmed that
inspectability, non-revocation proofs, and inequality predicates are costly
operations. Interestingly, the study showed that equality predicates, the
number of attributes in a credential, and attribute disclosure have a very
small influence on the efficiency for both technologies. Finally, we discuss
important trust considerations specific to Privacy-ABCs.

1 Introduction

Nowadays, electronic service providers continuously collect, store, integrate and
analyse huge amounts of personal data. This data is commonly used to provide
authentication, personalized services, targeted advertisements, and to develop
innovative applications that address critical societal challenges in sectors like
transportation, eHealth, etc. However, each piece of information is a digital foot-
print of our identity, which may introduce risks to our privacy. In this regard,
regulation, such as the forthcoming European Data Protection Regulation [1],
can be a useful instrument for protecting the privacy of individuals, but needs
to be enforced with technical privacy protection mechanisms.
Privacy-enhancing Attribute-Based Credentials (Privacy-ABCs) are innova-
tive technologies that both provide authentication and access control for the
digital services, and enhance user’s privacy. Furthermore, they may relieve the
Service Providers from the liability with respect to the personal data about
the users in cases of security breaches by reducing the amount of the collected



data to a minimum. The main concepts behind Privacy-ABC technologies have
initially been introduced by David Chaum’s anonymous credential systems in
the 80s [2]. In particular, they enable pseudonymous access to services, mini-
mal disclosure of attributes, and unlinkability of users’ transactions. However,
despite their potential and their apparent technical maturity, their adoption is
still low [3].

In this paper, we focus on the technical aspects that might influence the
adoption of Privacy-ABCs. In this respect, we identify efficiency as an important
factor that can influence their viability of deployment in a wide range of sce-
narios. Especially when deployed for devices with limited resources (e.g., smart
phones or smart cards) and with high mobility (e.g., vehicular on-board units), it
is important to understand which technology performs better and which privacy
features are more costly in terms of computational time. Therefore, we com-
pare the computational efficiency of two prominent implementations of Privacy-
ABC technologies, namely Microsoft’s U-Prove [4] and IBM’s Identity Mixer
(Idemix) [5]. Additionally, we evaluate the cost advanced features on the effi-
ciency, such as inspectability, non-revocation proofs, predicates, number of at-
tributes, and number of disclosed attributes.

The rest of the paper is organized as follows, Section 2 introduces the main
concepts of Privacy-ABC technologies. Section 3 presents the related work. Sec-
tion 4 introduces the study methodology, whereas the main results are presented
in Section 5. These results are then discussed in Section 6, where also important
challenges and important trust considerations are identified. Finally, Section 7
concludes the paper.

2 Background

A general architecture of Privacy-ABC technologies consists of three main en-
tities, namely a User, an Issuer, and a Verifier. The Issuer issues credential(s)
to the User, which can later be used for authentication with the Verifier. A cre-
dential contains attributes about the User, e.g. name, date of birth, etc. Such an
architecture may optionally also include an entity that takes care of revocation
of credentials, and another entity that can revoke the anonymity of otherwise
anonymous users. The main interactions between Privacy-ABCs system enti-
ties [6] can be represented by the different stages of its lifecycle, that is, issuance,
presentation, inspection, and revocation.

— Issuance of a credential is an interactive protocol between a User and an
Issuer. By issuing a credential to the User, the Issuer vouches for the cor-
rectness of the attribute values contained in the credential.

— Presentation is an interactive protocol in which the User proves the pos-
session of certain credential(s) or claims about the attributes. A presentation
token is a cryptographic proof derived from the (credential of the) User as
an evidence of possessing certain credential(s), optionally disclosing some
attribute to the Verifier.



— Inspection provides conditional anonymity. It enables a trusted entity (i.e.,
an Inspector) to revoke the otherwise anonymous transaction (presentation).

— Revocation ends the validity of the credentials whenever necessary, such in
case of service misuse, credential compromise, or loss of credential storage
medium (e.g. smart card).

At the core of Privacy-ABCs untraceability and unlinkability of credentials
are the two most important privacy-related features. Untraceability® refers to the
privacy feature which guarantees that the presentation of credential(s) cannot
be linked to their issuance, whereas unlinkability®refers to the privacy feature
that guarantees that a Verifier cannot link different presentations of a given user.
Additionally, Privacy-ABCs also support the following features:

— Carry-over of attributes, which enables users to carry over some at-
tribute(s) from an existing credential into a new one without disclosing it to
the Issuer.

— Key binding, which enables binding a credential to a secret key, or hav-
ing one or more credentials bound to the same secret (protecting against
credential pooling);

— Selective disclosure of attributes during the presentation;

— Predicates over attributes, which allow logical operators, such as greater
or smaller than, to be applied on attributes without disclosing them;

— Pseudonyms enable users to create (one or more) pseudonyms for a service;

— Inspectability is an accountability feature that enables revocation of a
user’s anonymity if certain pre-defined conditions have been met.

3 Related work

Efficiency of Privacy-ABC systems has been identified as an important challenge
and previously discussed in a number of studies [7—11]. On a theoretical level,
Baldimtsi and Lysyanskaya [11] as well as Camenisch and Grof} [9] have specially
addressed the importance of computational efficiency in resource-constrained
devices, such as smart phones and smart cards.

Later, Camenisch and Lysyanskaya [10] proposed a signature scheme with
more efficient protocols based on the Strong RSA assumption. Following this
direction, Chase and Zaverucha [12] have proposed an approach for providing
(a subset) features of Privacy-ABCs based on the use of message authentication
codes (MACs) instead of public keys for better efficiency. However, their proposal
has an important limitation since the Issuer and Verifier share the same secret
key, making them not be suitable in scenarios, such as ad-hoc networks, where
a regional road authority will act as an Issuer, and a number of road side units
for traffic management will act as Verifiers.

A number of other efforts to achieve efficient implementations of Privacy-
ABC technologies have emerged, especially focused on smart cards [7,8,10,13].

1 Also known in the literature as ”Issuer-unlinkability”.
2 Also known in the literature as ” Verifier-unlinkability” .



For instance Bichsel et al. [7] reported the first practical implementation based
on Idemix on a JCOP card. Mostowski and Vullers [14] optimized the efficiency
U-Prove, and later Vullers and Alpar [15] optimized the efficiency for Idemix
on a MULTOS card and presented a comparison of both approaches. However,
their practical evaluation of Privacy-ABC technologies covered only the basic
presentation of a single credential.

De la Piedra et al. [16] provided additional optimizations for Idemix on smart
cards by implementing an efficient extended Pseudo-Random Number Genera-
tor (PRNG). Contrary to Vullers and Alpar [15], De la Piedra et. al presented
efficiency results considering a more advanced setup which included a combi-
nation of credentials and the use of predicates. However, the authors did not
cover advanced features such as inspection or revocation, and furthermore, their
experiments only considered Idemix.

In summary, existing efforts have so far either focused on a single technol-
ogy or covered only a limited subset of the Privacy-ABC features. We fill this
gap by evaluating the computational efficiency of the two Privacy-ABC tech-
nologies covering all of the known features of Privacy-ABCs. This complements
previous published work focused on storage and communication efficiency [17].
To our knowledge this is the first attempt to compare both technologies, under
a common architecture and evaluation framework. This is especially important
considering that the publicly available description of U-Prove or Idemix define
efficiency only in theoretical terms and do not provide practical benchmarks of
the actual efficiency [5,18].

4 Methodology

In this work, we have adopted the Privacy-ABC technologies evaluation frame-
work proposed by Veseli et al. [19]. This framework defines a rich set of criteria for
benchmarking Privacy-ABC technologies based on their efficiency, functionality,
and security assurance. With regard to efficiency, the framework distinguishes
between computational efficiency, measured in time units; communication ef-
ficiency, measuring the sizes of the dynamically generated data; and storage
efficiency, measuring the sizes of the static data in permanent storage. We focus
on the former, covering all Privacy-ABC features.

Evaluated technologies. The core building block of Privacy-ABC technolo-
gies is the signature scheme. Therefore, we compare Microsoft’s U-Prove based
on Brands’ signatures [20], and IBM’s Idemix, which is based on Camenisch-
Lysyanskaya’s signatures [10]. As such, both technologies support selective dis-
closure of attributes, pseudonyms, and untracebility.? Other advanced features,
such as non-revocation proofs, inspectability, or predicates are supported by ad-
ditional building blocks, which are shared for both Idemix and U-Prove. For

3 Unlike Idemix, U-Prove tokens are untraceable, but linkable between different pre-
sentations.



Revocation

(]
£ (Accumulators)
(7]
S CL (1demix)
© Inspection (encryption &
et commitment)
=}
B Brands (U-Prove)
c
oo .
& Predicates
‘ Core building blocks ‘ ‘ Shared building blocks

Fig. 1. Overview of the evaluated technologies

Table 1. Testbed for the experiment

Processor 1.8 GHz Intel Core i7
Number of processors 1

Number of Cores 2

L2 Cache (per Core) 256 KB

L3 Cache 4 MB

Running Memory 4 GB 1333 MHz DDR3
0S Mac OS X

revocation, we have used the accumulator technology based on the Camenisch-
Lysyanskaya [21], whereas inspectability is implemented using the verifiable
encryption scheme introduced by Camenisch-Shoup [22]. Figure 1 shows an
overview of the components evaluated in our study.

Contrary to the Privacy-ABC technology introduced by Persiano [23], both
U-Prove and Idemix provide a similar level of technology readiness [24] and have
been integrated under a common architecture [25], which has a reference imple-
mentation openly available on Github [26]. We performed the practical bench-
marks using this implementation, enabling the same measurement instrument
to test both technologies, providing a fair comparison.

Experimental setup. The experimental setup has been done using Java, the
experiments have been executed on a computer with the configuration shown in
Table 1. All experiments have been evaluated using a key length of 1024 bits,
based on the RSA group?, which is an important element in the evaluation (see
more on this in Section 6). All the experiments reflect the average performance
time from 50 runs of each operation.

Limitations. Our results are based on the openly available versions of U-Prove
and Idemix. However, contrary to Idemix, U-Prove could be instantiated over

4 Tt is worth to note that the U-Prove’s implementation was instantiated over standard
subgroup, alternatively it could also be based on elliptic curves. However, this was
not available for the reference architecture we used.



elliptic curves, which can be more efficient. Furthermore, our architecture is
designed to allow flexible changes in the features that are used, but it also rep-
resents an overhead, which could be avoided in scenarios where flexibility is not
needed.

5 Results

This section provides a comparison of the computational efficiency between U-
Prove and Idemix, and an evaluation of the computational cost of advanced
Privacy-ABC features.

5.1 Comparison of the Efficiency of Privacy-ABC Technologies

The comparison between Idemix and U-Prove will follow the lifecycle of the
credentials, covering both issuance and presentation of Privacy-ABCs. Issuance
efficiency is important for cases that require periodic issuance of new creden-
tals, whereas presentation efficiency is assumed to be important for most of
the practical scenarios. A non-efficient presentation may (negatively) influence
users’ experience and consequently their perception on the technology, which we
assume to play a crucial role on their acceptance by users [27].

Comparing Issuance Efficiency. Privacy-ABC technologies can support
simple and advanced forms of issuance. In the case of simple issuance, the Is-
suer does require the User to present any existing credential or pseudonym.
This can be, for instance, when this is the first Privacy-ABC credential that the
User gets. Advanced issuance follow a presentation of User’s existing credential
or pseudonym, bind a credential to the secret key of an existing credential or
pseudonym (key binding), or even carry over attributes from the existing cre-
dential into the new one, without the Issuer learning their value(s).

Figure 2 compares the computational efficiency of Idemix and U-prove for
different types of issuance, where all issued credentials contain 5 attributes. It
includes efficiency results for the following issuance types:

Simple issuance is the simplest and therefore the most efficient form of issuance.
It does not require the user to present any proof with Privacy-ABC tech-
nologies. For this type of issuance, both Idemix and U-Prove have a similar
efficiency, where the credential is issued in less than 300 ms, with Idemix
being only slightly more efficient (about 20 ms).

Show Pseudonym shows the efficiency for an advanced issuance that requires
the User to present an existing pseudonym, after which the issuance of the
new credential follows. The cost of showing a pseudonym is reflected in about
70% for Idemix and 80% overhead for U-Prove relative to simple issuance.
Compared with U-Prove, Idemix is more efficient for about 50 ms.
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Fig. 2. Comparing the computational efficiency of Idemix and U-Prove for simple and
advanced forms of issuance

Same key as pseudonym requires the new credentials to be bound to the
same secret key as the pseudonym that the User presents. The effect of “key
binding” has a small to small overhead for both Idemix (about 10 ms) and
U-Prove (15 ms).

Show credential shows the time to get a credential issued when an existing
credential is required (presented). The results show that, compared to simple
issuance, this issuance has about 315 ms or 110% overhead for Idemix, and
about 400 ms or 130% overhead for U-Prove. Idemix is in general more
efficient than U-Prove for less than 100 ms.

Show credential + carry 1/2/3 attributes show the overhead of “carry-
ing” 1, 2, and 3 attributes respectively for Idemix and U-Prove. For Idemix,
each carried attribute represents a computational overhead of less than 15
ms, whereas for U-Prove this costs about 25 ms. Also here, Idemix is more
efficient than U-Prove for 100-150 ms.

Comparing Presentation Efficiency. In Figure 3, we provide a comparison
of the computational efficiency of presentation for Idemix and U-Prove for four
different presentations. We have distinguished between two steps during the pre-
sentation phase: proving includes the cryptographic operations performed by the
User in order to generate the proof (presentation token), and wverification, which
is the step performed at the Verifier side upon receiving the presentation token
of the User. This may be important, for instance, in order to distinguish between
the effort distribution between the User and the Verifier for the two technologies,
and adapt their computational power accordingly in order to achieve a better
efficiency. The figure shows the following four presentation cases:
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Fig. 3. Comparison of the computational efficiency of presentation of key-bound cre-
dentials between Idemix and U-Prove

Credential shows the efficiency of presenting a credential (zero knowledge)
when no attributes are disclosed. The credential is key-bound, meaning that
it underlies a secret key, and contains five different attributes. This type of
presentation takes about 120 ms for Idemix and 180 ms for U-Prove, making
Idemix slightly more efficient

Credential + Pseudonym shows the efficiency of presenting a credential and
a pseudonym, both bound to the same secret key. This can be useful, for in-
stance, when the Verifier wants to offer the possibility to the User to maintain
a “reputation” under a certain pseudonym besides having a proof of a cre-
dential. Compared to “Credential”, we can observe an overhead of showing
a pseudonym, which is about 80 ms (about 60%) for Idemix, whereas for
U-Prove it represents an overhead of about 110 ms (65%). Compared to
showing a new credential, the overhead of showing a pseudonym is smaller
for both technologies for 30 ms for Idemix and about 190 ms for U-Prove,
which shows that presenting a pseudonym is more efficient with Idemix.

2/3 Credentials shows the overhead of additional credentials. Compared to
”Credential”, the presentation time grows linearly for each presented cre-
dential for both Idemix and U-Prove. Considering that Idemix is more effi-
cient than U-Prove for about 75 ms per credential or about 35%, the same
difference grows linearly with each new credential.

Effort distribution. Finally, we can observe that for both technologies,
proving is more costly than verification. On average, proving takes about 55%
of the total presentation time for Idemix, while for U-Prove it takes about 70%.
This is another advantage for Idemix, since the goal is to make the computation
at the User part more efficient.



Additional results. The number of attributes in a credential and attribute
disclosure result in a small overhead on the presentation time for both technolo-
gies. For the former, U-Prove gets more efficient than Idemix as the number of
attributes increases. Proving a credential with 5 more attributes showed better
efficiency for U-Prove than for Idemix, where each new attribute cost about 4,
respectively 6,5 additional ms. With regard to attribute disclosure, we noticed
a small, but positive impact for both technologies, where the presentation time
was about 2-5 ms more efficient for each disclosed attribute.

5.2 Evaluation of the Cost of Advanced Privacy-ABC Features

Besides the core features of Privacy-ABC technologies, such as unlinkability, se-
lective disclosure, and pseudonyms, additional privacy features are also possible
with extensions. These functionalities correspond to specific building blocks that
need to be integrated with the respective Privacy-ABC technologies, most no-
tably to support features such as predicates, showing non-revocation, inspectabil-
ity, etc. The respective impact (overhead) of these features on the computational
efficiency of presentation is shown in Figure 4 for Idemix.®> The figure shows the
computational efficiency for the following presentations (all of which require a
credential of 5 attributes):

Credential is the basic benchmark, which simply requires presenting a creden-
tial, and serves as a reference for assessing the additional overhead of using
other features.

Credential + Predicate: Date equality represents the presentation of a cre-
dential and checking that one of the attribute values (in this case, the date of
birth) equals a given constant value, both of which are of type Date. We can
observe from the results of this diagram that date equality proof represents
little to no overhead on the efficiency of presentation.

Credential 4+ Predicate: String equality is similar to the previous one, ex-
cept that the compared attributes are of different data type, namely they
are of type String (as compared to the previous one, which is Date). Also in
this case we observe little to no overhead on the presentation time.

Credential + Revocation shows the overhead of presenting a revocable cre-
dential. In this case, the presentation requires also proving that the credential
is not revoked. We can observe that the overhead of proving non-revocation
accounts for about additional 160 ms or about 130% more time (compared
to “Credential”).

Credential 4+ Predicate: Date “greater than” shows the efficiency of both
presenting a credential and showing that one of the attributes (the date of
birth) is greater than a certain constant value. This is especially useful for
scenarios where checking the age of a person is necessary, e.g. checking that a

® The features used in this section utilize the same “extensions”, making the compu-
tational overhead the same for both technologies. For simplicity, we show the impact
on Idemix.
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person is not older than a given age. We can observe that, compared to “Cre-
dential”, showing that the date is greater than a given constant date costs
about 200 additional ms or about 165% more (compared to “Credential”).

Credential 4+ Predicate: Date ”smaller than” similar to the previous one,
the efficiency of this predicate is comparable to checking “greater than”, i.e.,
about 200 additional ms or 165% overhead. This is especially important for
checking that a person is older than a given age, e.g. that a person is over
18 years old.

Credential 4+ 1/2 Inspectable atts. shows the additional overhead of hav-
ing one, respectively two attributes inspectable during the presentation. Typ-
ically, inspectability should suffice by having one attribute inspectable, in
order to uncover the identity of the person in a given transaction (revoke
anonymity), however there may be cases when more attributes are to be
inspectable. From the figure, we can see that inspectability has the biggest
overhead on the presentation among all of the presented features of Privacy-
ABCs, and grows linearly by about 275 ms or by 210% for each inspectable
attribute.

6 Discussion

This section discusses important implications of the results, and identifies open
research challenges and specific trust issues for Privacy-ABC technologies.

6.1 Implications

Results show that both technologies (U-Prove and Idemix) present similar com-
putational efficiency for simple issuance (i.e., less than 300 ms), Idemix outper-



forming U-Prove by 20 ms. However, for advanced issuance (e.g., carry over of
attributes) differences could be of 150 ms, again Idemix being more efficient. Al-
though, in many scenarios issuance efficiency will not play a major role, it may
be relevant to those scenarios where users frequently need to get credentials is-
sued interactively. For instance, in vehicular networks, the nodes are expected
to send messages every 300 ms and have a communication range of 1000 m,
making a time difference of 150 ms (e.g. the overhead of advanced issuance) an
important decision factor for deciding the type of issuance. Nevertheless, in cases
where issuance of credentials is assumed to be done off-line, the efficiency of both
technologies can be considered acceptable in the aforementioned scenario.

In the following, we discuss some of the main implications related to the
different features of the presentation.

Inspectability is the most computationally expensive feature that linearly
grows with each new attribute made inspectable. The reason for this is the use
of cryptographic commitments of the given attribute and wverifiable encryption
of that commitment with the public key of the Inspector. The Verifier is then
able to check that the encrypted value corresponds to the value indicated and
that is encrypted with the right key. However, one can assume that this process
requires additionally administrative controls and therefore its efficiency is not
critical in most scenarios.

Revocability is an important feature, but it is as costly as the presentation of
a credential. Our revocation technology is based on the accumulator scheme of
Camenisch-Lysyanskaya [21]. The overhead for the User comes from the fact that
each revocable credential needs to be proven that it is part of the accumulator,
making it not suitable for highly dynamic scenarios. A recommendation would
be that, whenever more credentials are needed in a presentation, only one should
be checked for revocation, and have the other credentials as non-revocable. In
this way, the cost of proving non-revocation for the other credentials is avoided.

Predicates are costly when non-equality has to be shown, e.g. showing that
an attribute value is greater or smaller than another one without revealing the
attribute value. However, equality predicates seem to be very efficient and add
very little overhead on the presentation, but they should be carefully used so
that privacy is still preserved.

The number of attributes in a credential, as well as the number of dis-
closed attributes have shown small overhead on the efficiency of presentation
for both, but slightly bigger overhead for Idemix, making U-Prove favourable
when a credential has more attributes. Besides this, another implication for
both technologies would be that a more efficient system design could result from
decreasing the number of credentials whilst increasing the number of attributes
in a credential whenever suitable, and disclosing only a desired subset of those
attributes.



6.2 Open Challenges

Despite their practical differences, both Privacy-ABC technologies face some
open challenges, calling for additional research efforts related to the efficiency,
especially with regard to their deployability in different platforms, effective re-
vocation, and the impact of the security level on the efficiency.

Deployment Platforms . The current results are performed on a personal
computer with average computational power. Deploying them on other plat-
forms, such as smart cards, mobile devices, or in the cloud comes with specific
challenges. Smart cards require native support the cryptographic operations, and
optimisations to make them practically efficient. For mobile devices, there are
more possibilities, but having a cross-platform solution is challenging. One way
is to use Javascript or have native browser support for digital signature schemes,
which are still considered challenging [28]. A cloud solution would ease the avail-
ability in different user devices, but creates new privacy risks, since the cloud
service provider would need to be trusted. Alternatively, one should check the
feasibility of integrating technologies, such as proxy re-encryption schemes [29],
where the cloud service provider can act on behalf of the User without seeing
the attributes in clear.

Revocation and non-revocation proof. There is currently a compromise be-
tween efficiency and effective revocation. Unlike in the X.509 case, with Privacy-
ABCs the User should not disclose a credential identifier to check for revocation.
Instead, the user must show non-revocation in zero knowledge, but this is still a
costly operation for the User. This requires the User to be on-line, which is an
additional limitation (makes the technology not usable on “off-line” scenarios,
e.g. smart cards). One way to optimise this process could be by shifting part of
the proving effort from the User to the Verifier, or to extend the periods between
different revocation checks, e.g. daily or weekly, depending on the scenario.

Key length and efficiency. The results in the paper reflect the 1024 bit key
size for both, which seems to provide comparable level of security. According
to the ECRYPT report on key sizes [30] this corresponds to the symmetric key
size of around 72 bits, providing “short-term protection against medium orga-
nizations, medium-term protection against small organizations”. According to
the same report, an RSA cryptographic key size of 2048 bits would provide a
security level corresponding to a symmetric key of around 105 bits, which is be-
tween a “legacy standard level” and one that offers a “medium-term protection”
(about 10 years). Based on our experiments, the computational efficiency drops
on average by a factor of four with the doubling of the key size. Therefore, an
additional challenge remains to provide higher level of security assurance with
smaller impact on the efficiency.



6.3 Trust considerations for Privacy-ABC technologies

One of the benefits of Privacy-ABC technologies is the fact that the User need
to reveal minimal amount of information to Service Providers. This assumes less
trust in the service providers for proper handling of user’s personal informa-
tion in general. However, while the technology itself enables better privacy, one
has to ensure that the entities use the technology in a trustworthy manner. In
this regard, three important considerations need to be made, which are briefly
discussed in the following section.

Trust in the Verifier. Privacy-ABC technologies enable minimal disclosure of
attributes, so that Service Providers (Verifiers) only require disclosure of the at-
tributes that are necessary for authentication in a given scenario. This is defined
in a so-called presentation policy. However, the technology itself cannot define
by default what a minimal set of attributes for a given scenario is.

Hence, a Verifier can define ”unfair” malicious policy, asking the User to dis-
close excessive amount of attributes [31]. In such a case, even though Privacy-
ABC technologies are used, this does not imply a guarantee that a system using
these technologies will always respect the supported privacy features. Therefore,
one either has to trust that the Verifier will define proper presentation poli-
cies, or implement some mechanism in the infrastructure to protect from such
a misuse potential, such as requiring certification of presentation policies by an
external, trusted entity, or providing domain-specific or case-specific ”standard”
presentation policies for typical use-cases [31].

Trust in the Inspector. An Inspector is a dedicated entity in a Privacy-ABC
supported infrastructure, which enables the revocation of anonymity in special
cases. While this is done to provide conditional accountability for all the cases
that could ”go wrong”, e.g. when a user violates the code of conduct for a given
service, or when there is a threat to the lives or properties by anonymous users,
this feature is also controversial, as requires trust on the proper conduct by the
Inspector. We discussed earlier about the implications of the inpsectability on
the efficiency of presentation, but in practice, a system should also limit the
potential for authority misuse by a malicious Inspector, who could, in the worst
case, revoke the anonymity of any user without a proper ground to do so.

Such a limitation could in practice be achieved by either organisational pro-
cesses or technical solutions, or by a combination of them. An organisational
solution could be to define a body that needs to decide on when inspection is
needed, thereby requiring an approval by a committee or a group of people within
an organisation. A technical solution would be to split the ”inspection” key into
several parts, and requiring at least 2 of the members of such a committee to
come together to join their key parts in order to be able to perform inspection.

Trust implications in the Cloud. Efficiency could be improved if the User
part of the computation could be outsourced to the cloud. This way, also mo-
bility could be improved, since the user could access his credentials from any



device. However, as mentioned earlier, this implies additional trust is needed on
the cloud service provider in proper handling of user credentials. A malicious
cloud service provider could then spy on the user by tracking activities, or even
worse, impersonate the User without his or her consent. While there are techni-
cal potentials for limiting such cases, including the use of special cryptographic
tools such as proxy re-encryption schemes [29] or similar, there is a compromise
between the level of risk the users gets exposed to and the convenience of the
mobility provided by the cloud.

7 Conclusion

This paper presented an evaluation of two major Privacy-ABC technologies with
regard to efficiency following the evaluation framework introduced by [19]. Our
results have shown that U-Prove is more efficient than Idemix for the User oper-
ation (proving) and in general when a credential has more attributes. However,
Idemix is more efficient in the rest of the cases, especially when advanced pre-
sentation features are used. Regardless of the efficiency, Idemix also provides
unlinkability, which makes it more favourable in scenarios with stronger privacy
requirements.

For both technologies, the efficiency drops linearly with the increased num-
ber of credentials being presented, and whenever inspectability, non-revocation
proofs and inequality predicates are used. However, the number of disclosed
attributes, number of attributes in a credential, and inequality predicates are
relatively efficient. This knowledge is especially useful for system architects who
need to understand the trade-off between using different features and the impact
on the performance, e.g. defining some credentials as non-revocable in order to
reduce the overhead on the presentation, whenever suitable. Finally, we identity
important trust assumptions for Privacy-ABC systems, in particular regarding
the trustworthiness of Verifiers and Inspectors, and trust implications for cloud-
based deployments.
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